VPN Client Configuration Guide

For Windows 10 and Mac (up to version 10.11) Operating Systems
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VPN Access

VPN access allows a person, connected to the internet but outside of an Agrilife Research or Extension facility,
to remote to the facility’s network. Once VPN connection is established the facility’s file server and devices
(printers, etc.) are available with the same permissions as if the computer is connected directly to the facility
network.

VPN access requires specialized permissions added to an AGNET account and the installation of VPN client
software.

VPN Permissions Request
VPN access is granted through AgriLife People.

To request access:
1. Login at http://agrilifepeople.tamu.edu
2. Click the green “ACCESS SELF-SERVICE IT SYSTEM” button in upper-right of screen

ACCESS SELF-SERVICE IT SYSTEM

3. Atnext screen, check the box for “AgriLife VPN...” and then click the green “Continue” button

AgriLife VPN - Requires supervisor approval ’

CONTINUE CANCEL

4. The next screen is a reminder that this will be sent to supervisor for approval — click “Continue”

CONTINUE CANCEL

5. At next screen, click “Confirm and Save” (an email will notify when request has been approved by supervisor)




VPN Client Installation & Activation
Complete the following step by step procedure to install and activate the VPN client.

NOTE: VPN permissions must already have been added to your AGNET account prior to proceeding beyond step 1. The
software cannot be downloaded without these permissions in place.

1. If not already done, request VPN access to the specific facility through Agrilife People (ALP). Approval
by supervisor is required.

2. An email will be sent to you confirming VPN permissions have been added to your account and will
contain an IP address, fileserver name and center name. Locate this information for use in future steps.

3. Enter the following address into a web browser (Firefox, Chrome, etc.) to access the VPN client
download page

https://[[IP address]] (replace [[IP address]] with the IP Address retrieved in step 2)

4. Enter your AGNET credentials for the Username (firstname.lastname) and Password

TEXAS A&M Log in
GRILIFE

Please enter your AgriLife credentials to access Palo Alto Networks

Username

mike.alani

Password

Click “Log in”

5. DUO confirmation request will show up

IEXAS A&M

GRILIFE

What is this? 7
Need help? all Me
Powered by Duo Security

0de¢

[[] Remember me for 30 days

Pushed a login request to your device...

Choose the preferred authentication method



6. Download the VPN client software by selecting the link identifying your computer’s operating system

TEXAS AGM

GRILIFE

Secure VPN Portal

Download Windows 32 bit GlobalProtect agent

Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to
download and install Windows 32 bit
GlobalProtect agent.

Windows 64 bit OS needs to
download and install Windows 64 bit
GlobalProtect agent.

Mac OS needs to download and
install Mac 32/64 bit GlobalProtect
agent.

7. Begin the VPN client software installation software by clicking on the install package.
8. Complete the software installation by proceeding as directed through the setup windows. To select the
default parameters (recommended) click Next for each window and then Close at the end of the

installation.
r'ﬁ GlobalProtect = ______EX___P
Welcome to the GlobalProtect Setup Wizard

Palo.‘:.;...,;,

The installer will guide you through the steps required to install GlobalProtect v2.3.3 on your
computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

9. Reboot the computer once the installation is complete



10. Startup the VPN client by navigating (under Windows Start Menu) to the Global Protect Option under

Palo Alto Networks >> Global Protect folders

.. Music, Photos and Videos Help and Support
.. Palo Alto Networks
.. GlobalProtect
&J GlobalProtect K
w PanGPSupport s

4 Back

| Search programs and files jo I

11. Type down Portal IP address
Portal: [[IP address]] (replace [[IP address]] with the IP Address retrieved in step 2)

GlobalProtect o

Welcome to GlobalProtect

Please enter your portal address

| |

Click “Connect”

12. Select “Show Certificate” on the Server Certificate Error window that opens.

Server Certificate Error X I

97.77.86.130 cannot be verified. Please contact the Help Desk for your

@ There is a problem with the security certificate, so the identity of
organization to have the issue rectified.

The communication with 97.77.86.130 may have been compromised. We
recommend that you do not continue with this connection.

Error details:

The 97.77.86.130 certificate is not signed by a trusted certificate
authority.
Show Certificate Cancel




13. Select “Install Certificate” on the Certificate window.

Certificate

General | Details | Certification Path

{ap Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to: 165.91.106.212

Issued by: 165.91.106.212

Valid from 7/ 21/ 2015 to 7/ 20/ 2016

Learn more about erffficates

Install Certificate...| | Issuer Statement

14. Select “Next” on the Certificate Import Wizard window

.
Certificate Import Wizard

[

‘\

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

< Back

et ) [ )

15. Select “Place all certificates in the following store

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

for the certificate.

Certificate store:

Windows can automatically select a certificate store, or you can specify a location

(©) Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Learn more about certificate stores

Browse...

<Back || wet> | [ cancel

Click “Browse”



16. Select “Trusted Root Certification Authorities” from the list

Select Certificate Store . . -

Select the certificate store you want to use.

----- | Personal -
---- ] Enterprise Trust

----- ] Intermediate Certification Authorities |
---- ] Trusted Publishers

----- 7] Untrusted Certificates

----- | Third-Party Root Certification Authorities +

111

["| show physical stores

[ OK ] [ Cancel

e
-~

Click “OK”

17. Click Next on the Certificate Import Wizard window and then click Finish on the following screen
18. On the Security Warning window
[ Security Warning &J

] You are about to install a certificate from a certification authority
== (CA) claiming to represent:

165.91.106.212

Windows cannot validate that the certificate is actually from
"165.91.106.212". You should confirm its origin by contacting
"165.91.106.212". The following number will assist you in this
process:

Thumbprint (shal): 329EF4D4 ABE739FD 77938DD8 09963145
B7231707

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

Yes | No |

Click “Yes”
19. Successful certificate import is noted

|'1

»
Certificate Import Wizard =

m The import was successful.

\ y

-

\

20. Select OK on the Certificate window



21. Select Continue on the Server Certificate Error window, then DUO prompt will appear
Username: firstname.lastname
Password: your AGNET email password

EXAS AGM Login
AGRILIFE

Please enter your AgriLfe credentials o access Palo Alto Networks

Usermame

mike.alani

Password

22. Duo confirmation request will show up

 GlobalProtect Login

TEXAS A&M
A(}Rl LIFE
What s this?

Need heip?

Powered by Duo Security

[] Remember me for 30 days

Pushed a login request to your device...

23. The VPN client will immediately attempt to connect to the workplace and signify success with a status of

connected
24. The VPN connection can be disconnected by navigating to the File tab and selecting the “Disconnect”
option
GlobalProtect o3
Connected

Your connection has been secured

Portal 97.77.86130 =




Mapping a Drive

If the computer being used to VPN into a location is joined to the AGNET domain then the network drive will be
mapped automatically. Otherwise, use the following address to connect to the network drive once the VPN
connection is in place.

NOTE: Replace all bracketed text with the information retrieved in step 2
Example W drive: \\da-1.agnet.tamu.edu\bexar\protect\group

W drive
\\[[fileserver name]]\[[center name]]\protect\group
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